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Preparing a Small Business for a Data

(l) Disaster

laverton M any small business owners and managers procrastinpteasant
computer solution: tasks, in favour of more immediate day-to-day @rajes. After all,
who really wants to consider the outcome of unjikedtastrophes
such as a flood, fire, hurricane or tornado?

But sooner or later your company could become itt@v of one of
these natural disasters, or something much morenconsuch as a
massive lightning storm, downed power lines, olosadpe by a
disgruntled employee or sleazy competitor.

What You'll Learn:

How to Rapidly Survey Your Readiness to Respond to

Common Computer Disasters

In this report, we’ll start by looking at why smallisinesses are so vulnerable to
potential data disasters. Then we’ll move right iaver 40 questions that will
help pinpoint your exposure to potential problenithwata security,
workstations, networks, data backup, organizatissles, utility power and
computer viruses.

Why Disaster-Proofing a Small Business is So Import  ant

Unless your company has a full-time computer supmanager, or a similar
outsourced relationship with a local consultargréfs a good chance that no one
is paying much attention to various disaster reppeemputer planning and data
protection issues.

However, data disasters tend to strike when yast kgpect. Small businesses
without a formal in-house computer support funcioa especially vulnerable to
these potentially catastrophic risks.

When looking at disaster recovery computer planiest practices, you'll find
only two kinds of small businesses: those that leeyerienced a data disaster
and those that will.

Countless studies have shown that a big percenfagaall businesses that
ignore disaster recovery computer planning nevéy facuperate. Small
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businesses without a thorough, regularly testealstis recovery plan are likely to
go out of business within a few months after a dataster.

Ignoring basic disaster recovery planning can lyg gangerous to your
company'’s survival. Just because your companysisall business doesn’t mean
it's immune to big data disasters.

So with these risks in mind, what can your orgaiorado right now with disaster
recovery planning, on a small business-friendlydmigdto protect against some
common hazards? Use the questions below as a @tdokljump-starting your
data disaster recovery planning efforts.

Physical Security

* What procedures are in place to guard your datlupscagainst tampering or
theft?

» Are your critical technology assets, such as sspeibs, routers and phone
system controllers, in locked areas of your office?

* Do at least two, but no more than four, people hawesical access to your
company’s critical technology assets? (Or can “aeygust walk over and
reboot your server just for the heck of it?)

Physical Security — all required measures taken to maintain
control over access to facilities housing IT assets and prevent
unauthorized individuals from inadvertently or deliberately
accessing, tampering with or misappropriating PC systems,
telecommunications equipment, backup media and data
cabling; protecting facilities and IT assets from physical risks
such as theft, fire, water, wind damage and earthquakes.

PC/Workstation Security

* Do your company’s desktop PCs and notebooks rocaly securable
operating system, such as Microsoft Windows 20@Jd3sional, Microsoft
Windows XP or Microsoft Windows NT Workstation 4?

* Are there any desktop PCs or notebooks that havidemtial data stored
locally? Are any of these systems running an inftérénsecure operating
system, such as Microsoft Windows 9x or Microsofttddws Me?
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» Are power-on passwords used to prevent unauthobimetiups or tampering
with BIOS configuration settings?

* How does your company go about keeping servicegyackical updates, and
service releases current on desktop PCs, notelzowkservers?

Network Security
* How do you protect individual data files on netwstiared folders?

» Are you relying on shared application-level filepéssions, such as those in
Microsoft Word and Microsoft Excel? Or do you useare sophisticated,
integrated security management approach, sucheasnd group security
permissions?

* Are usernames and passwords required to logon $erers? Does each
network user have a unique set of logon credentaldo users share logons
and passwords?

» If users have their own network logons, do you haampany policies that
reinforce these efforts? For example, are emplofgresiden from sharing
logons or posting their usernames and passworgslow sticky notes near
their PCs?

* When an employee resigns or is terminated, do ywe la procedure
regarding network logons?

* How many logons and passwords do users have termdntith as they run
various network applications? What'’s holding yoglbtom implementing a
single sign-on approach?

* How often are network users required to change pgasswords? How is this
enforced by your network operating system (NOS)?

» Are there any policies in place that mandate soighted password
selections, such as a mixture of upper and lowse characters, as well as the
inclusion of both letters and numbers?

* Do your designated administrators only use the “Aastrator” logon when
absolutely necessary? In other words, do adminisgdave stripped-down
logons for everyday desktop software usage?

* What kind of hardware redundancy do you have iogltan your server(s) to
protect your company from a single point of failtire
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Data Backup

Do you know where all of your company’s crucialaléites are located?
How are these files being backed up?
How often are these data backups run, verifiedtesigd?

What kind of automation and controls are in placentke sure that data
backup jobs run correctly and consistently?

How often do your data backup tapes go off-site?

Organizational Concerns

Do you keep common, easy-to-replace spare hardveaite, such as a mouse,
keyboard or monitor, on hand to minimize downtinhethe event a crucial
system was to fail without warning, do you havepars system on hand?

If you were unable to get into your office for seedays following a disaster,
would your company be able to operate in anotheation? What are the
most critical functions that you need to get up anthing immediately?

Do your employees have a list of key personnel hphme numbers? Is a
hard copy of this list kept at employees’ homes?

Do you have an up-to-date inventory of all of ybardware and software
assets, as well as current, coherent system docatiwer) stored on- and off-
site?

What's the chain of command for deciding that aengévs in fact a data
“disaster” for your company?

How will key personnel and strategic vendors béfiedtin the event of a data
disaster?
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Power Protection

» Does every sensitive electronic device in your canyp both PC and non-PC
equipment, have at least some form of real surgegtion?

Note:
Don’t be fooled by cheap power strips masquerading as surge
protectors.

* Do battery backup or UPS (uninterruptible powerptypunits protect your
desktop PCs and servers?

UPS (Uninterruptible Power Supply) — broad category of
power protection products designed to prevent tremendously
expensive damage to data during utility power fluctuations;
protects against common utility power problems including sags,
brownouts, blackouts, spikes and surges.

» Do these UPS units have the ability to automaticsgihd out network alerts
and shutdown the affected PC or server during lopged blackout? When
was the last time you tested these capabilities?

» Are you protecting your telecommunications linehwappropriate data line
surge protection?

» Do notebook PC users have portable surge protesitrslata line
protection?

Data Line Power Protection — a device that sits between
various telecommunications cables and your PC hardware to
protect your PC hardware from utility line voltage spikes and
surges; although products need first to be grounded properly,
data line power protection devices can interface with many
connectors including RJ-11 and RJ-14 for telephone circuits,
RJ-45 for network cabling and RS-232 for serial lines.
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Virus Protection

* Is antivirus software installed on every desktop R&ebook and server in
your organization?

* How current is the antivirus software?

* Are you entitled to updates and upgrades througin gristing antivirus
software license?

» If the update process is not automated, how ofteyod update virus
definitions? How often do you update the core-scapangine?

» If the update process is automated, or supposkd tmtomated, how often do
you verify that the antivirus software is in faeifg updated as promised by
the software vendor?

* Are end users permitted to install their own sofenvapplications? If so, what
controls are in place to prevent end users frordvegently introducing
viruses into your office’s technology backbone?

* How are your e-mail client applications and sersepfotected to keep
viruses from spreading through inbound (POP3),mutd (SMTP) and other
related messaging mechanisms?

* Have you done anything with hardened securityraggton programs, such as
Microsoft Outlook, Microsoft Internet Explorer, Mmsoft Word or Microsoft
Excel, to lessen the risk of virus damage?

» Do you use the Microsoft Windows Update and Micfo&dfice Product
Updates Web sites to regularly install criticaligd#y patches?

* Are end users trained on how to recognize telkajas of a virus?

Virus — any kind of malicious software code that can be
delivered through a variety of mechanisms including
conventional software media, Internet downloads, e-mail file
attachments, file macros, scripting, ActiveX or Java applets,
and instant-messaging software.
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The Bottom Line

While it’'s impossible to plan for every conceivableall business data disaster or
contingency, there are a number of relatively gasland inexpensive best practices your
company can put into place right away to get pigact

These 40+ disaster recovery computer planningstipsildn’t be regarded as the be-all,
end-all of your data protection efforts. Ratheg tiee bullet points and examples to
jump-start your disaster recovery planning.

Disaster-proofing your computer systemsaasa one-time project. You need to monitor
and guard against ongoing risks and re-evaluate stoategy at regular intervals.

In much the same way that you cannot plan for wiwenll need an insurance policy,
data disasters tend to strike when you least expect

Unfortunately, many data disasters can have alorgpffect on your company’s
immediate prospects, while even threatening youor'$ future survival in the days and
weeks following the disaster.

However, there are a number of relatively simpiigightforward steps that you can take
right now to fortify your defenses.

Remember though, you must tadation to improve your company’s ability to weather
common disasters. It's not going to happen by pgttiis report under your pillow at
night.

Which of these ideas do you plan to implementwesk? This month? This quarter?
Pick out the ones you want to focus on, build y@sk list in priority order, and schedule
some time on your calendar to get started. Rementisethe future of your business that
we’'re talking about!

Here’s to you gettingour small business better prepared!

Rupert Abrahams
”) Laverton Computer Solutions
l‘ www.lavertoncs.co.uk

| Rupert@lavertoncs.co.uk
laverton | 1969 623907
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